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CHALLENGES

TNrEALSCAET
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o Punlic thre,@ts \iruses and \Worms
e Private threaisSs

elther one may. be used to effect the other

Common, theme of both Isicompremise of
maximum number oft machines



CHALLENGES

PURIIC Threats_ WiTSEs AN orms
x> \S/

e Usually follow publlcatlon of exploit

e May/ foellow: releza |

* Paylead can bere ‘or]v?r're r vt

e |nitial infectio dimachines,

unfiltered emall |,guration, or social
engineenng




CHALLENGES

PrVALENAMECKS
Ng,

® RootKIts; Tro;ans Backdeors etc.

_ Difficult to . G undetected fior
ONg periods L i
— Popular in °s EeclL{rJ nr" ifgle schemes

— Initia method oI Iection:
unpatched machines, poorly configured
machines, weak passwords, rogue admins



Rootkits:
Wy arestigeyAeaitictiaug)y
inte restnjg’_i@ allaCKers?
— They. Fan'.*ae nearly impessible to detect
* Code is freguently customized -~
— Machine canoe saielyileitias a ‘sleeper’ until




RootkKits:
HowW arestEY transimitied?

- W A\S AC
. )
_ Attacker g,ams AGGESS 10 privileged account on
machine

s \well-known \/IJJTJQTFlb]J]"[y_

o mlsconflg el FJDH:
o weak password

— Drops ‘rootkit” files dﬁ‘fo the machine

— May alse leave a backdoor to enable attacker
to regain control if the rootkit IS detected



RootKits:
Wihats CAIRiey o7

e Attackerhas system-level control of the machine
and canrhiderthe presence of associated files
and otner telltalepsigns Jf nfectlon ever from

appearing to he: nal achine act|V|ty

* Monitor/change activitytand data on the
machine, remove themselves when the desired
task IS complete, and remove all traces of their
activity and their existence.



Tip: CleagimerVirtsesiand VWWorms

Onceran' attacker nas has obtained
administrativeyighisyyou can no longer
trust the machiENeIsthEdETa on it—resist
the temptatioRrerty to clean it:

reformat the sy _m drive, rebuild

and restore data from backup.




Rootkits:
Detection

% \ =l
Rootkits are deglgned {0 be |nV|S|bIe 10 report
Incorrect state information to theradministrator
— Be suspiciousHiyOURSEES = = o
s Degraded errorm ﬂf & of felpleleins reboots anythlng unusual

— Detectionys difiie
you're compromlsed

— Prevention Is the only real selution: manage your
envirenment!



Rootkits:
Preventnve Measu res

I1| . r‘

l1| |

= Change and. ponflguratlon Management
— Depley Seclire g standard Images for each

* Have a plan fer knewnWulnerabilities

— How fast can you patch? What will you de when it’s
not fast enough? ‘Wheo:is responsible?

® Strengthen passwords
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Hackers Strike Advanced Computing Networks

Bv Brian Evebs w advertisement
washingtonpost.com Staff Writer
Tuesday, Aprl 13, 2004; 540 PM

Hackers infiltrated powerful supercomputers at colleges,

. o e e . —Cyber-Security——
universities and research nstitutions in recent weeks,

* Microsoft Finds New Windows

disrupting one of the nation's largest online research Security Flaws (The Washington
networks for several days and raising concerns among Post, Apr 14, 2004)

. . * A Need for Greater Cybersecurity
computer security experts that the compromised (The Washington Past, Apr 12,

machines could be used to attack specific Web sites or 2004)

* Worm Triggers Attacks on File-
parts of the Internet. Trading Services (The Washington
Post, Apr 10, 2004)

As many as 20 institubions were targeted. according to " Hore Security News




Tools for f:
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CHALLENGES
GeneraiNenes

* More ofisame, only.

3 VulnerabiliiTes discovered more quickly

— More complexs mors djmru i etect

— Unpatched machlnes
— Weak passwaerds
— Social engineering

® Expect It to get worse



CHALLENGES
Good ASSUIMPLIGAS

 The attaclggrﬁmay know the vulnerability
before you de

* The attack meyIENOE éét to detect/stop
* The attack mayihelsi

® The attacker may: have the capanility to
marshal substantial resources; to use
against you.




3 THINGS YOU SHOULD DO TODAY

Baseline Securlty

4'.\__-ir

ASSESS| VOUI envwonment

— Security Is based on rlsk assessment--you can’t assess risk if
you domn't know Witeitaiis Iudoes

e TIOI’]S for various classes of

Create standard conflgu
machines

Autemate enfercement and auditing

Establishi documentation; as ongoing part of
engineering and operations



3 THINGS YOU SHOULD HAVE DONE YESTERDAY

Patching

Unpatchedinachines represent the mest common
vector for both public andl private attacks

® Ericient patchinypIoEEsSEs,
— Which machi "Je "ﬁ‘e/?' ’l?patched
— How!long it t, S't0, deliver patches

— Whoiis responSIbi
® Crises

— How do you call a crisis, and who calls 1t?” Know
everyone's role in‘'the response.

— Practice




CHALLENGES
Passwords accoleling e

Mordac, PreVenier\of Informatien Services

I AM MORDAC, THE
PREVENTER OF INFOR-
MATION SERVICES. 1
BRING NEL GUIDELINES
FOR PASSLWORDS,

“ALL PASSLWORDS MUST
BE AT LEAST SIX
CHARACTERS LONG...
INCLUDE MUMBERS AND
LETTERS ... INCLUDE A
MIx OF UPPER ANMD
LOWER CASE.."

“USE DIFFERENT PASS-

WORDS FOR EACH SYSTE

CHANGE ONCE A MONTH,
DO NOT
WRITE AMY-
THING DOWN"
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DILBERT € United Media, used by permission




3 THINGS YOU SHOULD HAVE DONE YESTERDAY

PassWweleNY/aragement

® First ofiall und"érstahd that the problem Is critical
® Strengthen eX| INEPESE), ord pollcy
o Explore strongralithie 7

* Remember that :yu Willfloe attacked at the point
of your weakest link: security policy: must be
consistent acress the organization



Summany,

Reactive security is a bad bet
— Protect andiaupimealigpiyvileged  accounts

— Lastly, remember that’ physical access to a
server trumps all security!
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Gregg Keizer. Vir .rlters sing Spammer Techniques to Spééd Spread,

http://www.int tweﬂom/securlt\LOZ/showArtche jhtml?articlelD=10300197

Results of the Distributed-Systems Intruder Tools Workshop

. || o

|

Pasted from <ﬂttp://www.c inal.htmI>
|

Making a Faster Crypta
Philippe Oechslin

lications/search.php?ref=0ech03>

Pasted from <http://lasecwww.epfl.ch/p

Cloaking Device Made for Spammers
http://computercops.biz/article3536.html

Russia and China ‘behind current SPAM deluge
http://www.zdnet.com.au/insight/toolkit/security/systems/0,39023913,39150051,00.htm

Creating Stronger Passwords http://www.microsoft.com/security/articles/password.asp



http://www.internetweek.com/security02/showArticle.jhtml?articleID=10300197
http://www.cert.org/reports/dsit_workshop-final.html
http://computercops.biz/article3536.html
http://www.zdnet.com.au/insight/toolkit/security/systems/0,39023913,39150051,00.htm
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